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ONPEJIEJEHHA

B HacTofmeM NOKYMEHTE HCMONbL3VIOTCH CleAYIOUIHe TePMHHBI H HX
onpeneneHHs.

ABTOMATHIHPOBAHHAA CHCTEMA — CHCTEMA, COCTOAILAA M3 MepcoHaia M
KOMIIJIEKCA CPe/ICTB aBTOMAaTH3alMKY €ro AeATeNbHOCTH, peanusyromas HHjopma-
UHOHHYIO TEXHOMOTHIO BBIMOIHEHHA YCTAHOBAEHHBIX (PYHKLHN.

AYTeHTHOHRALUNSA OTNPABHTENH AAHHBLIX — [I0/ITBEPHIIEHHE TOTO, YTO OT-
NpaBUTENb NOJYYEHHBIX JaHHBIX COOTBETCTBYET 3adBICHHOMY.

bezonacHocTs nmepcoHaNbHBLIX AAHHLIX — COCTOSHHME 3ALIMILEHHOCTH
NEpPCOHANBHLIX  JIAaHHBIX, XapakTepH3yeMoe CrnocoOHOCTBH)  MOJIb30BaTElIEH,
TEXHHYECKHX  CcpeicTB M HMHQOPMAUMOHHBIX  TexXHoIoruit  obecrne4uTs
KOH(HICHIHAIBHOCTh, LEIOCTHOCTh W JOCTYITHOCTL TIEPCOHAIBHLIX JaHHBIX PH
HX 00paboTke B MHOOPMaLIMOHHBIX CHCTEMAaX NePCOHANIBHBIX JIAHHBIX.

buomMerpHuyecKkHe NePCOHANLHBIE [AHHBIE — CBEIEHHA, KOTOphIE
XAPaKTePHIYIOT (HIHONOTHYECKHe 0COOEHHOCTH Yel0BeKa H Ha OCHOBE KOTOPBIX
MOXKHO YCTAHOBHTH €r0 JHYHOCTh, BKAOYas (oTorpauu, OTNEYATKH Nallbles,
o0pa3 ceTYaTKH rnasa, OCODEHHOCTH CTPOEGHHA Tela M APYIyl nojiobHYyK
HH(opMalHio.

biokHpoBanHe nNepcoHAIbHBLIX JAHHBLIX — BpEeMeHHOE TNpeKpallcHHe
oOpaboTkn nepcoHaNbHBIX NAHHBIX (32 MCKIHOYEHHeM clydaes, eciH obpaboTka
HeoOX0IHMa AN8 YTOYHEeHUA NEePCOHANBHBIX JaHHBIX ).

Bupyc (komnswoTepHbii, NporpaMMHubii) — HCNOJIHAEMBIR NPOrpaMMHbIH
KO MIH HHTeprnpeTHpyeMbiii Habop uHCTpYKUMil, obnajaouimii cBoficTBamMu He-
CaHKLUHOHHPOBAHHOTO pacrnpocTpaHeHHAs W camosocnpousseneHnsa. CosnaHHbie
AyOJIHKATBl KOMIEIOTEPHOTO BHPYCA He BCEr/la COBMNANAlOT ¢ OPHIHHANIOM, HO CO-
XpaHAoT CnocoOHOCTh K Ja/ibHEHIIEMY pacnpocTpaHeHHIo H CAMOBOCTIPOM3BEIe-
HHIO.

Bpenonocnas nporpamma — nporpaMma, npejHaiHadeHHas I8 0CylIeCTB-
NIEHHA HECAHKLHOHHPOBAHHOIO J0CTYNA W (MJIH) BO3AEHCTBHA Ha NEPCOHAILHbBIE

JAaHHbIE HJIH pECYPChBI HHdJDPMELIHGHHDFI CHCTEMBI MEPCOHANBHBIX JaHHBIX.



Benomorareiblble TeXHHYECKHE CPeICTBA W CHCTEMbl — TEXHHYECKHE
CpeCTBA M CHCTEMBI, He NpejHa3Ha4YeHHble 118 nepenaqyn, obpaboTku M xpaHeHHA
NEPCOHAIBHBIX JaHHbIX, YCTAHABIMBAEMbIE COBMECTHO ¢ TEXHHYECKHMH Cpe/cT-
BAMH W CHCTEMAMHM, Mpe/IHAIHAYEHHLIMH 118 00padoTKH NepCoOHANLHLIX JaHHBIX
WIH B NOMELICHHAX, B KOTOPBIX YCTAHOBIEHbI HHOOPMALMOHHBIE CHCTEMBI [EPCO-
HANbHBIX JaHHbIX.

docryn B onepaunHoHHYW0 cpely KomnbloTepa (HudopmaunonHoH
CHCTEMbI NEPCOHAABHBIX [JaHHBIX) — TIOYYEHHE BO3MOMKHOCTH 3aIlyCka Ha
BBLIMOJIHEHHE  LUTATHBIX  KoMaHi, (yHKUMI, npouelyp ONepalMoOHHOH CHCTeMBI
(YHHYTOXKEHHMS, KONMPOBAaHMA, MNEpPEeMELeHHs M T.01.), HCnoiHsembIx  (aiillos
MPHKJAAHEIX TPOrPaMM.

Hoetyn k undopMaunn — BOIMOKHOCTE MOAYYEHHA HHOOPMALIMH H ee HC-
MOJIb30BaHHA.

3akianovHoe yeTpoiicTBO — 1EMEHT CPEeICTBa CheMa MHMOPMAaLIMK, CKPLITHO
BHEAPAEMBIH  (3aKNanbIBAEMBIH MM BHOCHMBIH) B MECTAa  BOIMOMHOIO CheMa
HHpopMalMK (B TOM 4HCIe B OTPaiIeHHe, KOHCTPYKLHIO, 000pY10BaHHE, MPEIMETH]
MHTEephLEpa, TPaHCIOPTHLIE CPEACTBA, A TAKKEe B TEXHHYECKHe Cpe/ICTBA M CHCTEMB
0bpaboTku HHMOpMALIHK).

Jamnmaeman napopmaunn — wHdopMalpis, ABIAOLANCH OpeaMeTOM cod-
CTBEHHOCTH M [MO/UIE/KALLas 3alMTe B COOTBETCTBHHM ¢ TpeDOBAHHAMM MNPABOBBLIX
MOKYMEHTOB WTH TpeDOBaHHAMH, YCTAHABTHBASMBIMH CODCTBEHHHKOM HH(OPMAaIIHH,

HaenTHduKauua — MpUCBOEHHE CVOBEKTAM H O0BLEKTaM JIOCTYTIA HICHTH-
(ukatopa W (WIM) CcpaBHEHHE TNPEIBLABIAEMOr0 MHISHTH(HMKATOPA C [EpevHeM
MPHCBOEHHBIX HAEHTHOHKATOPOB.

HudopmaTHBHBIH CHIHAA — MEKTPHYECKHE CHIHATBI, AKVCTHYECKHE, IEK-
TPOMAarHUTHblE M Apyrde (HIMveckHe Nons, Mo napaMeTpaM KOTOPBIX MOWKET ObITh
packpbiTa KoH(pMleHIMaIbHas HHGOPMALHS (NepcoHuIbHBIE aHHble) oDpabaThiBacMasn

B HHOPMALIMOHHON CHCTEME MEPCOHATBHBIX JaHHbIX.



HudopmaunoHHble TEXHOMOIHH — NPOLECCE], METOBI MOHCKA, chopa, xpa-
HeHus, 00paboTKH, nNpelOCTABIEHHSA, PACTPOCTpaHeHHs HHQOpMAMH M Crocodbl
OCYLUECTBIEHHA TAKHX MPOLECCOB H METOJI0B,

Undopmaunonnan cuetema mnepconaabubiX  ganueix  (MCILAn) -
COBOKYIHOCTH COJepiKalnXcd B 0azax JaHHBIX [EPCOHATBHBIX [JaHHBIX M
obecnednsatolMx ux 0dpadoTky MHMOPMALMOHHBIX TEXHOJOTHH H TEXHHYCCKHX
CpencTs.

Henoab3oBanne NepecoHAJbHBLIX JAHHBLIX — JICHCTBHA (onepauuy) ¢
NepcoHanbHBIMK  JIAHHBIMH, COBEpLIAEMble OlEPaTOpPOM B UENAX NPHHATHA
PELICHWH MM COBEPUIEHHHN HHBIX JEHCTBHH, NOPOKIAIOIKX OPHAHYECKHE
NOCAEACTBHA B OTHOLIEHMH CYOBEKTa MepCoHANbHBIX JAHHBIX HIH APYIHX JIHL
1160 MHBIM 0Gpa3OM 3aTPArHBaOILMX Npasa ¥ cBo0OALI CyOBEKTa NMEPCOHANBHBIX
JIAHHBIX HITH JPYTHX ITHLL

Hetounnk yrpossl Gezonacnocrn uudopmaunn — cyOLeKT 10CTyna, Mare-
PHATBHBIH O0BEKT HIH (HIMHECKOE ABJIEHHE, ABIAIOLIMECS MPHYMHON BOIHHKHOBEHHSA
Yrpo3bl De3onacHoCTH HHGOpMaLMK.

Kourpoanpyemas 30Ha — NPOCTPAHCTBO (TEPPUTOPHSA, 31aHHE, YacTh Y1AHWS,
MOMEILEHHE), B KOTOPOM MCKTIOMEHO HEeKOHTPOIHpYeMOe NpedbiBaHHe MOCTOPOHHUX
JHLL, @ TAKKE TPAHCTIOPTHBIX, TEXHHYECKHX W HHBIX MaTePHALHLIX CPE/ICTE.

KonduieHunaibHoCTE NEPCOHAIBHBIX [JAHHBIX — o0f3aTeNbHOC U5
COOIIOIEHHA OTIEPATOPOM HJIH HHBIM TOIYHYHBLIHM JOCTYN K MEPCOHATHHBIM JIdHHbIM
oM TpeGoBaHHME He JIONMYCKaTh MX pacnpocrpaHenne Oe3 cornacks cyObhexTa
MEPCOHATLHBIX JAHHBIX HIH HATHYHA HHOTO 3aKOHHOTO OCHOBAHKA.

MescceTeBoil IKpaH — JOKAILHOE (OIHOKOMIIOHEHTHOE) WK (PYHKLMOHAIEHO-
pacrpejie/icHHOe MPOrpaMMHOE  (MPOrPAMMHO-ANMApaTHOE) CPEaCcTBO  (KOMILIEKC),
PEATH3YIOLIEE KOHTPOITh 3a HHopMalneit, nocTynatomeii B HHPOPMaLHOHHYIO CHCTEMY
NePCOHATBHEIX JAHHLIX M (WIH) BRIXOAALLEH W3 HHOOPMAIIHOHHOH CHCTEMBI.

Hapymnreas 6e30nacHocTH NePCOHATBHBIX IAHHBIX — (HIHUECKOE JIHLIO,

E.."I}"'-IEHHD WITH NpeHaMepeHHO COBepLIaroLes JIeHCTBUA, CIIEICTBHEM KOTOPEEX ARMTHCTCH



HapylueHHe Ge30NacHOCTH NMePCOHATLHBIX JAHHBIX MPH HX 00paboTKe TeXHHYECKHMH
cpeacTBaMH B HH(OPMALTMOHHBIX CHCTEMAX MEPCOHATBHBIX JaHHBIX.

Heasromaruinposannan  obpalorka nepeoHaIbHBIX  JaHHBIX -~
oGpaboTka nepcoHaNbHBIX AAHHBIX, COAEPKALINXCA B HH(POPMALMOHHOH cHCTEME
MepcoHANbLHLIX JaHHBIX W00 H3BNEYEeHHBIX W3 TAKOH CHCTEMbl, CHHTAETCH
OCYUIECTBIEHHO bes HCMOIL30BAHKA CpencTs ABTOMATHIALIHH
(HeaBTOMAaTH3IHPOBAHHOI ), €CJIH TaKHe JeHCTBHA C NEPCOHANBHBIMH JaHHBIMH, KakK
HCTIONB30BAHKHE, YTOYHEHHE, PaclnpoCTpPaHEeHHE, YHHUTOMKEHHE [epPCOHAIBHBIX
JIAHHBIX B OTHOLIEHWH K&kA0Te H3 CcyOBEKTOB NepcoHaNbHBIX aHHbIX,
OCYLLECTRIAIOTCA [IPH HENOCPE/ICTBEHHOM YYaCcTHH YeJloBeKa.

HenexknapupoBannbie BOIMOKHOCTH — (DYHKUHOHIbHBIE BOIMOKHOCTH
CPEICTB  BbIMMCIHTENLHON TEXHHWKM, HE OIHMCaHHLIE WIH He COOTBETCTBYIOLIHE
OMHCAHHBIM B JOKYMEHTALIMH, MPH HCTOML30BAHWH KOTOPBIX BO3MOWKHO HapylleHHE
KOHDHASHIHANLHOCTH, JOCTYIIHOCTH WM uenocTHoct  ofpabareiBaemoil  MH-
(hopMaLIHH.

HecankKumoHMpoBaHHBI 10CTYN (HECAHKUHOHHPOBAHHBIC 1eACTBHA) —
AOCTYT K MHGOpMALHH WIH JeHcTBHA ¢ MH(OpMAaLMeH, HapyILAoUHe NMpaBuia pas-
FPAHHYEHHA JOCTYTIA € HCMOJL30BAHHEM INTATHBIX CPEACTB, NPEIOCTABIACMBIX
HH(OPMALIHOHHBIMH CHCTEMaMH TIEPCOHAIBHBIX JaHHbBIX.

Hocurens undopmaunn — dusiyeckoe THIO HIH MaTepHaibHbIH 00LEKT, B
TOM YHCJIE (PHIHYECKOE M0J1E, B KOTOPOM HH(POPMAallMA HAXOIUT CBOE OTPAXEHHE B B
CHMBOJIOB, 00pa30B, CHIHAIOB, TEXHHYECKHX PELUEHHA H MPOLIECCOB, KOJIHYeCTBeHHBIX
XapakTepPHCTHK (PU3INYECKHX BEJTHYHH.

OfexinuuBaHHe NEPCOHANBHBIX [JaHHBLIX — JIeHCTBUA, B pe3yibrare
KOTOPBIX CTAHOBHMTCA HEBO3MOKHBIM 0e3 HCNOJb30BaHMA JIONOJHHTC/ILHOH
HHOPMALIMK ONPe/IeIHTh NPHHALIEKHOCTD NEPCOHATLHBIX TaHHBIX KOHKPETHOMY
cyOBeKTY NepcoHanbHLIX JaHHBIX.

OdpadoTka nepcoHAAbHLIX AAHHBIX — Mo0oe JeiicTBHe (omepaums) Wiu
COBOKYNHOCTh JeHCTBHI (Onepainii), coBeplaeMbiX ¢ HCIOIB30BAHHEM CPEICTB

ABTOMATH3AUMH WM 0e3 HCNoNb30BAHMA TaKHMX CPeacTs C nNepcoHallbHbIMH



JIAHHBIMH, BKHO4as cbop, 3amuch, CHCTEMATH3ALHIO, HAKOMIEHHE, XpaHeHue,
yTouHeHHe (oGHOBIEHWE, M3MEHEHHE), H3BJIeYeHHE, HCNOJIbIOBAHHE, Mepeiaqy
(pacnpocTpaneHue, npeiocTasiaeHne, A0cTyn), obesnuuuBaHue, OGnokuposanue,
yaleHne, YHHYTOXKeHHE NepcoHalbHbIX JaHHBIX.

ObwenocTynubie NEPCOHANbHbIE JAHHbIE — [IEPCOHANbLHBIE [aHHBIE,
JIOCTYI HEOrpaHH4eHHOro Kpyra JHLI K KOTOPbIM MPEIOCTaBleH ¢ COIJIacHA
cyObekTa TNepcoHANbHBIX JIAaHHBIX MW Ha KOTOpble B COOTBETCTBHH C
(eiepaibHBIME  3aKOHAMH  HE  pacnpocTpaHsercs TpeGosaHue coO0eHHA
KOH(HASHUMATEHOCTH.,

Onepatop (nepcoHaibHBLIX JaHHBLIX)  — [OCYIapCTBEHHBIH  OpraH,
MYHHUMNAILHEI OpraH, IOpPHARYECKOe WIH (M3HYEcKoe JIHLO, CaMOCTOATE/IHO
MIH COBMECTHO C JPYIHMH JHUAMH OPraHN3vIioUHe W (HIH) OCYLIECTBARKOIIME
06paboTKy MepcoHANbHLIX JaHHLIX, @ TAKKE ONpeAe’siomHe uean 00padoTKH
MepCOHABHBIX JAHHBIX, COCTAB NEPCOHATBHBIX JaHHBIX, MOLIeKalnNX odpadoTke,
AeicTBHA (oNepaLnH), COBEPIIAEMbIE ¢ NEPCOHAIBHBIMH TaHHBIMH.

Texunueckne cpeacrsa HHGOPMAUHOHHOH CHCTEMBI MEPCOHANLHBIX
AAHHBIX — CPEICTBA BLIMHCIHTENLHOH TeXHHUKH, HHOOPMAIMOHHO-BLIMHCIHTE ILHEIE
KOMIIEKCHI M CETH, Cpe/ICTBa M CHCTeMbl nepenay, npuema i odpabdotku [1/1H (cpeiacrsa
M CHCTEMBI 3BYKO3AMHCH, 3BYKOYCHIEHHH, 3BYKOBOCIPOH3IBEICHHA, MEPEroBOpHLIE H
TEEBH3IHOHHBIE YCTPOHCTEA, Cpe/CTBA W3TOTOB/IEHHA, THPAKHPOBAHHA JIOKYMEHTOB H
NPyTHE TeXHHuYecKHe cperacTsa 00paboTKi peueroi, rpaditeckoi, Buieo- U OyKBeHHO-
undposoil nubopMalMu), MpoOrpaMMHBIE CPEICTBA (OTNMEPalHOHHBIE CHCTEMBL, CHCTEMb
yripaBieHnsa 0a3aMi JaHHBIX M T.IL), CPEJACTBA 3ALIHTLI HHOOPMALIMH, MPHMEHACMBIC B
HHQOPMALTHOHHBIX CHCTEMAX,

MMepexsar (MHpopMaunn) — HenpasoMepHoe nonyueHue HHGopMalnn ¢
HCTIONb30BAHHEM TEXHHYECKOr0 CpeJCcTBa, OCYLIECTBIAOUEro oDHapykKeHHe,
npuem u 0dpaboTky HHPOPMATHBHBIX CHIHAOB.

Mepconanbubie Januble — 1003 MHPOPMAIMA, OTHOCALIAACA K NPAMO
MM KOCBEHHO ONpeleneHHOMY WIH onpejienseMoMy (HIMHECKOMY JIHLY

(cyBBLeKkTy nepcoHalbHBIX JaHHbIX );



[Mobounbie  NEKTPOMATHUTHBIE  HIJAYYEHHA H  HABOAKH -~
INEKTPOMArHHTHBIE H3NVYEHHA TEXHHYECKHX cpeicTB o00paboTkKM s3alIMiaeMoi
HHQOPMalKMK,  BOIHMKaOUMe  Kak  nofoyHoe  ABJEHME W BBI3BAHHBIE
NEKTPHUECKHMH CHIHATAMH, JEHCTBYIOLIMMH B HX 3JIEKTPHYECKHX H MArHMTHBIX
LenAX, & TAKKE eKTPOMarHHTHEIE HABOJKH 3THX CHTHAIOB Ha TOKONPOBO/s1LIHE
NHHHH, KOHCTPYKUHHK H LENH NHTAHHA.

[MoawTnka  «uMeTOro croda» —  KOMIJEKC  OPraHU3alHOHHBIX
MEPONPHATHH, KOHTPOIMPYIOUIMX OTCYTCTBHE 3anuchiBaHHA Ha OyMakHble
HOCHTENW KNK4YeH H aTpuOyToB JocTyna (naponeil) w XpaHeHHA wx BOJM3H
00LEeKTOB J0CTYA.

MoaesoBarear HHpOPMALHOHHOH CHCTEMBI MEPCOHANLHBIX AAHHBIX —
MO, yuyacTByioulee B  (WHKUHOHMpOBaHHH MHGOPMALMOHHON  CHCTEMBI
MePCOHATBHBIX JAHHBIX HIH HCTIOJb3YIOLIEE Pe3y/bTaThl €€ (Y HKIHOHHPOBaHHS.

llpasuaa pairpanHYeHus 10€TYNA — COBOKYHOCTb 1PABH, PerjaMeHTH-
PYIOILHX Mpasa JocTyna cyObLeKToB AocTyna K o0beKkTaM gocTyna,

Iporpammuan 3aknaaka — Kol NporpamMmsl, NpeiHaMepeHHO BHECEHHbIH B
MPOrpaMMy ¢ LEJbID OCYLIECTBHTE YTEUKY, HIMEHHTh, OJIOKHPOBATh, YHHUTOAHTh
HHOOPMALIHIO WM YHHYTOAKHTL H MOAH(HIUHPOBATH NporpaMMHoe odecneycHue
HHpopMaLHOHHOH CHCTEMBI NEPCoHANBLHBIX JaHHbIX ¥ (Mau) GrokdpoBaTe anmna-
paTHble CpecTaa.

[Iporpammuoe  (nporpaMmMHo-MaTeMaTH4YECKoOE)  BoO3AeHCTBHE  —
HECAHKIIHOHMPOBAHHOE  BO3IEiCTBHE HA  pecypchl  aBTOMaTH3HPOBaHHOH
MH(OPMALIHOHHON CHCTEMBl, OCYLIECTBIAEMOE C MCIONb30BAHHEM BPeIOHOCHBIX
Nporpam.

PackpeiTHe nepcoHaibHBbIX JaHHBIX — YMBILUIEHHOE WM CayuaiiHoe
HapylleHHe KOHGUAeH IHATbHOCTH MepPCOHANLHEIX 1aHHBIX.,

Pacnpocrpanenne nepconanbHBIX JaHHBIX — JEHCTBHA, HanpapieHHble

Ha PACKPBITHC MNEPCOHANBHEIX TAHHBIX HEOMpEedeIEHHOMY KPYTY JIHLL



Pecype nndopmaunonnoii cHeTeMbl — HMEHOBAHHBIH YEMEHT CHCTEMHOTO,
NPHKJIATHOTO HJTH annapaTHoro obecrneyeHus (YHKLIHOHHPOBaHHA
HHGOPMALIHOHHOH CHCTEMBI.

CneuHaibHbie KATEroOpHH NePCOHAJBLHBIX IaHHBIX — [EPCOHATLHEIE
JaHHble, KacalolHecs pacoBoi, HALMOHANBHOH NPHHAIICKHOCTH, NMOJHTHYCCKHX
B3TJIAZI0B, PEIMTHO3HBIX MW dunocodckux yoexaeHHH, COCTOAHHA 300POBLA H
MHTUMHOH KH3HH CYOBEKTA NEPCOHANLHBIX IAHHBIX.

Cpeacrea BLIMHCAHTENLHO TEXHHKH — COBOKYITHOCTb NPOIPAMMHBIX H TEX-
HHYECKHX 3JEMEHTOB CHCTeM 00paboTKH JIaHHBIX, CHOCOOHLIX (YHKUHOHHPOBATH
CaMOCTOATENLHO HIIH B COCTABE JIPYTHX CHCTEM.

CydsekT goctyna (cydbeKT) — NHUO WK NpoLece, JeHCTBHA KOTOPOIro per-
NAaMEHTHPYIOTCA MPaBHIAMH PasrpaHUueHHA 10CTY A,

Texnnuecknii kKanaa yreukn HugopMalHH — COBOKYITHOCTL HOCHTEIA HH-
hopmanmu (cpenctsa obpabotku), du3Mdecko cpeibl pacnpocTpaHeHHs HHO(OP-
MaTHBHOIO CHIHAIA H CPEICTB, KOTOPbIMH 100bIBACTCA 3allMilaemMas HHpopmaLus,

Tpancrpanuunan nepejada NepcoHANLHBIX JAHHBIX — [lepefava
MEepCOHAIBHLIX  JlaHHBIX  onepaTopoM  4epes [ 0CyJapcTBEHHYIO  IPaHMLLY
Poccuiickoit  @egepaumu  oprady  BAacTH  WHOCTPAHHOrO  rocy/apcTsa,
(H3IMYECKOMY HIIH FOPHAHYECKOMY JIHILY HHOCTPAHHOIO rocy1apcTia.

Yrpo3sl 6€30NaCHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYITHOCTE YCIIOBHH M
(haKTOPOB, CO3AAIOLIMX OMNACHOCTh HECAHKIIMOHMPOBAHHOIO, B TOM YHC/E CAYyYaiHOrO,
JOCTYNA K MepcOHANLHBIM JaHHBIM, PE3y/IETATOM KOTOPOTO MOMKET CTAThE YHHYTOKCHHE,
H3IMEHeHHe, O/IOKUPOBAHHE, KOMHPOBAHHE, PACIPOCTPaHEHHe NEPCOHATBHBIX TaHHBIX, 8
TAKIKE HHBIX HECAHKIIMOHUPOBAHHBIX JeiicTBHil mpu ux obpaborke B MHOOPMALIHOHHOH
CHCTEME TMepCOHANBHLIX JaHHLIX.

YHHYTOMEHHE NEPCOHAILHBLIX JaHHBIX — JeACTBHA, B pelyibTare
KOTOPbIX CTAHOBMTCH HEBO3IMOWHBIM BOCCTAHOBHMTH COJIEpHKAHHE NMEpPCOHANLHBIX
AAHHBIX B MH(pOpPMAUMOHHONW CHCTeMe MepcoHANBHBIX [daHHBIX M (HIH) B

pe3viabTATe KOTOPLIX YHHYTOMNAKTCA MaTCpHAIbHBIC HOCHTENH [EPCOHAITLHBIX

JAHHLIX.
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¥Yreuka (zammimaemoii) uwndopmaunn no TeXHHYECKHM KaHaj am —
HEKOHTPOJIHPYEMOE PachpocTpaHeHHe HHOOPMALIMM OT HOCHTENs 3alHIaemMoit uigop-
MAalMH 4epe3 (U3HYECKYI0 Cpeay A0 TeXHHHEeCKOTO CpelcTBa, OCYILECTBIAIONIErD
nepexsar HHoOpMalnK.

VsseumocTs — c1abocTs B CPEICTBAX 34lIHTEI, KOTOPYH) MOMHO HCTIONLIOBATE
I/ HAPYILEHHA CHCTEMBI WK cojlepikallieiicss B Hefl HH(pOpMaLMH.

HenocrHoers uudopmaunn — crnocobHOCTL CPEACTBA BHIMMCAHTEILHOH Tex-
HHEH HIH E.B'I‘GMHTHBHPGBEHHDE CHCTEMB! 00eCneyHBaTh HeH3IMEHHOCTh HH(I}DPMH! IHH B

YCIIOBHAX CITYY AHHOID W/WTH NMpeIHaMEPEHHOTD HCKAACHHA l;p&'ip}'ﬂ.lﬂ HHA ).



OBO3HAYEHHSA H COKPAUIEHHS

ABC — anTuBHpyCHBIE CpecTBa

APM — aproMath3upoBanHoe pabouee MecTo

BTCC — pcnoMorarenbHeie TeXHHYECKHE CPeIcTBa H CHCTEMBI
MCTLIH — vHOpMALHMOHHAS CHCTEMA NEPCOHANTBHBIX 1aHHBIX
K3 — koHTpoaMpyemas 30Ha

JIBC — nokanbHas BEIMHCIHTEILHAA CETh

M3 — mewceresoii skpan

HC/J1 - HecaHKUHOHHPOBAHHBIE 10CTYN

OC - onepaumonHas cucTema

[1JIH — nepcoHanbHble JaHHbIe

[TMB — nporpamMHo-MareMaTH4eckoe Bo3IeicTBHE

[TO — nporpammuoe obecnevenue

ITIMHH — noBouHble 3eKTPOMArHHTHBIE HANTYYEHHS W HABO/IKH
CA3 — cucrema ananm3a 3aliHILEHHOCTH

C3H - cpeacrsa 3aumThl HHGOPMALIHK

C3I1/1H — cicrema (MoacHCTEMA) 3aULUThI NEPCOHATBHBIX TaHHBIX

COB — cucTema obHapyAKeHHs BTOPKEHHH
TKY M — Texnuueckie KaHasl yreukn HHGOPMALHH

YBIT/IH - yrpo3sl 6e30MacHOCTH NepCOHATLHBIX JaHHBIX



BBEJEHHE

Hactosmwas [loautika wHdopmauuoHnoil He3onacHoOCTH (nanee -
[MoauTHKA) B rocylapcTBEHHOM OIOIKETHOM YUYPEHIAEHHH 3/1paBOOXPAHCHHA
Craspononsckoro kpas «lopoackas pgerckas nonuknanHuka Neln  ropona
Crapponons (nanee no tekery — ['BY3 CK « A1 Ne 1» r. Crasponons), aBiseTcs
oHUHATBHBIM I0KYMEHTOM.

[lonuTHrka paspabotana B COOTBETCTBHH € UEAAMM, 3ajadami H
NPHHUKHNEAMH ofecrnieyeHus 0e30MACHOCTH NMEePCoHallbHbIX JaHHBIX HINOKEHHLIX B
[lonowennu unbopmaunonnoii 6ezonactocty UCTn I'BY3 CK «[JUIT No 1w 1.
Crasponons,

[TonutHka paspabotaHa B coOTBeTCTBHHM ¢ Tpebosanuamu DenepaibHoro
sakoHa ot 27 wwons 2006 r. Ne 152-03 «0O nepcoHallbHBIX JaHHBIX», Ha
OCHOBaHHM:

— Ilpukas ®CTIK Poccun ot 18 despans 2013 roga Ne 21 «O6
yreepicaeHnd CocTaBa M CONEpKaHHA OPraHU3alHOHHBIX M
TEXHHYECKHX Mep o obecneuennto 0€30MacHOCTH NEPCOHANBHBIX
JaHHBIX TpH ux oOpaboTke B HHpOPMALMOHHBIX CHCTEMAx
MEePCOHANbHBIX JaHHBIX,

—  «Tunoseix TpeGoBanuii 1o opraHusauMu W oDeCneYeHHIO
dyHKUMOHHpOBAHHA  WHOPOBAIBHLIX  (KpHITOTPA(QHHUECKHX)
CpeiCTB, MpejHa3HAYeHHBIX [ 3aumThl HMHpOpMaLMH, He
cofepikaliell cBeACHMI, COCTABNAIONNX rocy1apcTBEHHYIO TaiHy
B Cjly4ae W3 MCNoNb30BaHHs s obecnedeHHs O0e30NacHOCTH
MepcoHaNbHEIX JaHHBIX NpH ux obpaboTke B HH(OPMALIHOHHLIX
CHCTEMAX nepcoHalLHbIX TAHHBIX», YTBEPAIEHHBIX

pykosoncteoMm 8 Llentpa ©CB Poccun 21.02.2008 r. Ne 149/6/6-
662,
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B [lonutuke onpemenenst Tpebosanua k nepconany MCILn, crenens
OTBETCTBEHHOCTH  MEPCOHana,  CTPYKTypa M HeoOXOAMMBIH  YpOBEHb
JALIMLICHHOCTH,  C€TaTyc M JOGKHOCTHbIE  00A3aHHOCTH  COTPYIHMKOB,

OTBETCTBEHHBIX 3a ofecriedenue Ge30MacHOCTH NMepcoHanbhbiX AaHHbIX B MCT11H
I'bY3 CK «"AI1 Ne 1» r. CraBponons.
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1.06mne nostoxenns

Llensto Hacroswed [lonuTuxu, asnsercs obecriedenHue 0e30MaACHOCTH
obbekToB 3aumTel [BY3 CK «[JIIT No 1» r. Ctasponons oT BceX BHIOB yIpo3,
BHCUIHNX W BHYTPEHHHMX, YMBILUIEHHBIX W HeNpeIHaMepeHHbIX, MHHHMH3ALHA
yilepba o1 BoIMOAKHOI peamusaunn vrpos Gesonacnoctd [u (YBIT1#).

bezonacHocTh nepcoHanbHLIX JAHHBIX JOCTHIAETCH MYTEM HCKIHOYEHHS
HECAHKLIMOHHPOBAHHOrO, B TOM 4YHCIe CAY4aiHOro, AOCTYNa K MepCoOHATbHLIM
[AHHBIM, pPe3yJbTaTOM KOTOPOI'0 MOMKET CTaTh YHHUTOKEHHE, H3IMEHEHHME,
OI0KMpOBaKKe, KOMHPOBAHHE, PACTIPOCTPAHEHHE NEPCOHANBHBIX JaHHBIX, a TAKKE
HHBIX HECAHKLIHOHHPOBAHHBIX TeHCTBHI.

Mudopmaumns 1 ceasaHHble ¢ Heil pecypchl A0MKHBI ObITh TOCTYMHBI 18
ABTOPH3OBAHHBLIX [0/b30BaTeneH. Jlon#HO OCYIIECTBIATECA CBOEBpPEMEHHOE
oOHapy#eHune u pearnposanue Ha YBI1]ln.

HomkHo  ocywlecTBnATbCE  NPeJOTBPALICHHE  MpPEIHAMEPEHHbLIX WM
CHIYHAHHBIX, YACTHYHBIX HIH TONHBIX HECAHKLMOHMPOBAHHLIX MOAHMUKALMIT HIN
YHHUTOKEHUS JAHHBIX.

Cocras oOwextoB 3aunTel npeactasned B «[lepeyHe mnepcoHanbHbIX
JAHHBIX, MOASKALIHX 3alHTE.

Cocras UCI1/In nognexaumx salmre, npeactasneH g «llepeune MCITu».
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2.006aacTh AeHCTBHA
Tpebopanus  wactoswed  [loAMTHKH  pacnpocTpaHsioTcs Ha  BCex

corpyauukoB 'bBY3 CK «I'JIIT Ne 1» r. Craspornons (IUTATHBIX, BpPeMEHHBIX,
paboTalolMX No KOHTPAKTY M T.IL), a TakkKe BCeX MPOYMX JHLU (MOAPAIMMKH,

ayJAMTOPbI M T.I.).



Cucrema

OCHOBAHHM!
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3.Cucrema 3alIHTBI NEPCOHAIBHBIX TAHHBIX
3alIMTE  nepcoHanbHbix  AanHeix  (C3I1[IH), cTpouTcs Ha

Hrorosoro otyera ob obenenosanuu MCIT1H;

Oryera o pesyisTatax npoBeleHHs  BHYTPEHHEH NpPOBEpKH

3aiuThl [11H Ha GyMamHBEIX HOCHTENAX,

Ilepeuns nepcoHanbHBIX TaHHBIX, NOLNEKALNX 3ALUHTE;

AxTa knaccupuraunu MHGOPMALHOHHOH CHCTEMBI NEPCOHATEHBIX
JaHHBIX;

Monenu yrpoz 6e3onacHOCTH NepCOHANBHBIX 1aHHBIX;

Matpuiibl J0CTyma nojb3oBaresei K 3AUMLIAEMBIM
nH(opmauHoHHsIM pecypeam MCITJIH:

Pykosoasiumx nokymentos GCTIK u OCB Poccun.

Ha ocHoBanHH 3THX JADKYMCHTOE OMNpeoendaeTcd IIEDﬁKGﬂHMHﬁ YpOBEHL

saumieHHocTH 111 kaxaoi UCIAn I'BY3 CK «IT Ne 1» r. Crasponons. Ha

OCHOBAHHH aHATH3a AaKTyalbHBIX yrpo3 OezonacHoctH [1JlH onucanHoro B

Moaenu ¥rpoi, Ienaerca 3akKioYeHHe o HeoOXOOHMOCTH HCNOIL30OBAHHA

TEXHHYECKHX CpPEICTE H OPraHH3allHOHHBIX ME‘{JDHPHHI{F’I nns  obecrnieyeHHs

oezonacHoctd [1/ln. BribpanHbie HeoOXoqHMble MEPONPHATHA OTPAKAKITCA B

«llnane meponpuaTuii no obecneyenuto 3awmtsl [T1H».

Hns UCTI/IH nomkeH ObITh COCTABIEH CIUCOK HCMONB3YEMBIX TEXHHYECKHX

cpeicTs 3allkThl (manee - CnMcok), a Tak ke NporpaMMHOro obecneqeHmHs

yuactsytoulero B oopaborke [1]1n, Ha Bcex anemenTax MCIT/IH:

APM nonb3oBartenei;
CepBepa npHIOKEHHMIT,
CVb/;

I'panuua JIBC;

Kananos nepenasm B cern ofuiero mnonb3oBaHds H o (HIH)

MeRAyHapoaHoro obMeHa, ecnu no HuM nepeaatorea [1/1n.
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B 3asucumocT# oT yposna sawuuieHHoctd MCT1AH M akTyaneHeIX yrpo3s,
C3I1[In MoxeT BKIIOYATL CHEAYIOUIHE TEXHHYECKHE Cpe/IcTRa:

— AHTHBHpYCHBbIE CpPeICTBA A7f pabouuX CTaHUM moiap3oBatenei
CepBEpOB;

— CPelCTBa MEXKCETEBOID IKPAHHPOBAHHS,

— cpeactBa Kpuntorpaduueckoii  3amMTel  HHGOpMALHK, [IPH
nepeiaye sauuiiaeMoil HHGOPMAaLIHK N0 KaHallaM CBA3H.

Tak #e B CHOHCOK [O/KHBI ObITh BKIKOYeHBl (YHKUMH 3aUIUTHI,
obecreynBaembie WTaTHBIMKM cpeacTBamMu  oOpabotku [1JlH  onepauMoHHLIMH
cucremamu  (OC), npuknaaeim  [10 u  cneudanbHBIMH - KOMIUIEKCAMM,
peanu3yioliuMHK cpeacTea 3aiHuThl. Cnucok QyHKUHA 3alIMThl MOWKET BKIOUYATE:

— yMpaBleHHe ¥ pa3rpaHHYeHHe JOCTYNA Nonk3oBaTeeH;
— PerucTpaLHio H yyeT aeicTeuil ¢ HHQopmalmei;

— 00ecneYyrlBaTh UENOCTHOCTh JaHHbIX,

— MPOH3BOAMTL OOHAPYKEHWIH BTOPAKEHHI.

CnHCOK MCMONb3YeMbIX TEXHHYECKHX CPEICTB OTpakaercs «llnane
MEPONPHATHH no obecnevyeHHIo 3aUlMThl MEPCOHANbHLIX AaHHBIX»., CrHCOK
HCITONB3YEMBIX CPEICTB AOJIKEH NOUIEPKHBATLCH B aKTyalbHOM coctosHuun. [lpu
H3MEHEHHH COCTaBa TEXHHYECKHMX CpeacTs 3aumuThl Wan snementos MCILH,
COOTBETCTBYIOILME H3IMEHEHUA J0JKHbLI ObiTh BHeceHbl B CMHUCOK M YTBEPH/ICHbI
pykosoautenem ['BY3 CK «AI1 Ne 1» r. Crasponons wuan  IulOM,

OTBETCTBEHHBIM 24 obDecriedeHue 3awntel [1H.



4. Tpebosanna k noacucremam C3I11n
C3I11n sxnouaeT B ceda cleayOIHe NOACHCTEMBI:

—  YOPaBJIeHHA A0CTYNOM, PErHCTPALIHH H Y4eTa;
— obecrieveHHs LeNOCTHOCTH H JOCTYTHOCTH;

— AHTHBHPYCHOH 3aLLHUTHI;

—  MEKCeTeBOro 3KPAaHHPOBAHMA,

— AHANKM3a 3AULHLIEHHOCTH;

— 0OHapy#eHHs BTOPKEHHIT;

— KpunTtorpaduyeckoi 3alnTel.

IMoncuecrembr C3I1[AH umetoT paznuuHbelii GOYHKLHOHAN B 3aBHCHMOCTH OT
knacca HUCI1/In, onpenenennoro B «Akrte Knaccudpmraund undopmaunonHoi
CHCTeMbI MEePCOHANBHBIX AaHHbIX», CHHCOK COOTBETCTBHA (PYHKUHH MOJCHCTEM
C3IJH knaccy 3alIMIIEHHOCTH MpEACTaBleH B TEXHMYECKOM 3alaHHu Mo
CO3IaHHI0  CHCTEMBI  3aliMThl  MH(poOpMauMM  MHOOPMALMOHHOH  CHCTEMBI

NEePCOHATTBHEIX JaHHBIX,

[loacHeTeMbl YNpasieHHs JOCTYNOM. perHCTpalnl H y4eTa
[loacucTema ynpasaeHHs A0CTYNOM, PErdCTpauMH U YUeTa npeaHasHaueHa

JUIA pealH3alHH caeayownx GyHkunii:

— MASHTH(OHKALWK W NPOBEPKA NOLIMHHOCTH CYOBEKTOB J0CTYNA
npu sxone B UCI1n;

- HAeHTHGHUKAUMH TEPMHHAIOB, Y3/I0B CETH, KaHAIOB CBA3M,
BHELIHHX YCTPOHCTB 110 JIOrHYECKHM HMEHaM;

— HAeHTH(HEKALKUW NporpaMM, TOMOB, Katanoros, (aiinos, 3anuceH,
MoJied 3anucel No HMeHaM;

— perucTpauMM BXoja (Bbixoaa) cyObeKTOB 10CTYNA B CHCTEMY (M3
cHeTeMbl), MO0 perucTpanis  3arpy3kH M HHHUHAIM3ALHH
ONEPALMOHHON CHCTEMBI H €€ 0CTaHOBA.

— PerucTpalMy  MOMBITOK  JOCTYNA  NPOrpaMMHBIX — CPe/ICTB

(Mporpamm, MpoOLECCOB, 3a1a4, 3alaHii) K 3aldiaeMsiM daiiam;
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— PErHcTpauuH MOMBITOK JOCTYNA TMPOrPaMMHbLIX CPEICTB K
TEPMHUHANAM, KaHAllaM CBA3M, NporpaMMamM, TOMam, KaTaioram,
thaiinam, 3amUCAM, NONAM 3aTHCEH.

[Moacuerema ynpapieHUs J10CTYNOM MOET ObiTh PeajuioBaHa ¢ MOMOLILIO
wratHeix cpeacts obpaborku [1[n (onepauMoHHBIX CHMCTEM, NPHIOKEHHH M
CVYB/1). Tak ke moxer ObITE BHEIPEHO clelHATLHOE TEXHWYECKOE CPEICTRO HITH
MX KOMIUIEKC OCYLIECTBAAKLIHE JOMOJHMTEIbHBIE MEpbl 110 ayTeHTUQHKALMKH K
KoHTponto. Hanpumep, npuMeHeHHe eIMHLIX XPaHHIHLI YYETHBIX 3anucei
nojak3oBarenei H pPerHcTpalHoOHHON HH(pOPMALIHH, HCNOIB30BAHHE
OHOMETpPHYECKHX M TeXHHYeCKHX (C MOMOLUBID 3IMEKTPOHHLIX MPONYCKOB) Mep

ayTeHTHhHKaLMKM W APYTHX.

nDﬂCHCTEMﬂ obecneyenus HENOCTHOCTH H JOCTYIIHOCTH

[loacucrema obecriedenus UENOCTHOCTH W JOCTYIIHOCTH MpeJHa3zHadeHa
ans  obecneyeHus uenocTHocTH M goctynHoctd  TI[H, mnporpaMMmHbBIX M
annapatbix cpeacts MCITIn I'bY3 CK «[JIIT Ne 1» r. Crasponons, a Tak e
CPe/ICTB 3AINThI, NPH CIy4YailHoi WM HaMepeHHOH MoandUKaluy,

[logcucrema peanusyercs ¢ TNOMOLIBE)  OpPraHW3alUMM  pPE3EPBHOIO
KOMHpoBaHHA oOpabaTkiBaeMbIX JaHHBIX, 4 TaK e pe3epBHPOBAHHEM KIIHOUERBIX

snemenTos MCIT/H.

[logcHcTemMa aHTHBHPYCHON 3allHThI
[logcucrema aHTHBHPYCHOM 3aUIMTBHI MpeiHasHadeHa ana odecrnevcHuA

AHTHBHPYCHOH 3awmnThl cepeepoe 1 APM nonssosatreneii MUCIl[An ThY3 CK
«lJIIT Ne 1» . CraBponons.
Cpeacrtea aHTHBHPYCHOH 3alUMTLl NpeIHazHaueHbl 8  peaiusaliu
CAeayoLHX QyHKLMi;
— pe3sHIeHTHBIH AaHTHBHPYCHBIH MOHHTOPHHT,
— AHTHBHPYCHOE CKAHHPOBAHHE;

— CKpUNT-0N0KHpOBaHHE;
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LEHTPATHIOBAHHYIO/VAATEHHYIO VCTAHOBKY/ AeHHC TAULIALIHIO
AHTHBHPYCHOTO MPOJAVKTA, HAcTPoiKy, A&IMHHHUCTPHPOBAHHE,
APOCMOTP OTHETOB M cratHeTHdeckod wHbopmauun no pabote
MPOIYKTa;

aBTOMaTH3IHPOBaHHOE 00HOBNEHHE AHTHBUPYCHEIX 0a3;
OTPaHHYEHHE NpaB NONb30OBATEIN HA OCTAHOBKY HCTIONHACMBIX
3ajady M HIMEHEHHH HACTPOeK aHTUBHPYCHOTO MPOrpaMmHOro
obecnedeHus:

ABTOMATHYECKHH 3anycK Cpa3sy [ocle 3arpy3ku onepauHoHHOM

CHCTEMMBI,

[Togcucrema peannsyercs MyTeM BHEIPEHHS CNEUMANLHOTO AHTHBHPYCHOIO

nporpaMMHoro obecnedenns Ha Bee anementol MCT1H.

[MoacHCTEMA MEKCETEROIO IKPAHHPOBAHHA

nDﬂGHCTEMH MEHRCETCBOTO IKpAHHPOBAHHA NPCAHATHAYMEHA 4714 PCallHiatinHl

CAeAYIOIHX DYHKLINH:

(HABTPAUHK OTKPHTOre W 3aWwHdposBaHHoro (3akpeitoro) [IP-
Tpaduka;

(HKCALMH BO BHYTPEHHUX #YpHANAX HHPOPMALIHH O NPOXOIAILEM
OTKpsITOM M 3aKpeiToMm [P-Tpaduxe;

uaeHTHHHKALMH M ayTeHTHOHKALNIO alIMHHHCTpaTOpa
MEHCETEBOT0 IKPAHA TIPH ero NOKANLHLIX 3aNpocax Ha J0CTYIL:
perucTpalnn BXoda (BbIXOA) AIMHHHCTPAaTOpa MEWCETEBOIO
3KpaHa B CHCTEMY (H3 CHCTEMBI) MO0 3arpy3ky ¥ HHUIHAITH3ALHH
CHCTEMBI H €€ NPOMPAMMHOIO OCTAHORBA;

KOHTPO/A UeJOCTHOCTH CBOGH nporpaMmHoil # HHGOpMaUMoHHOH
HACTH,

duabTpamn nakeTos caykeOHLIX NPOTOKONOB, CAYKAlUHX A

JAMArHOCTHKH H yTIpaBieHHs paboToil ceTeBLIX YCTPOHCTB;
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~ (MABTPaUMM € YUYETOM BXOJHOIO M BBIXOJHOTO CETEBOIO
uHTepielica Kak CpeACTBO MPOBEPKH TNOJUIMHHOCTH CETEeBbIX
aJIpecos;

— PErucTpaliu M Y4eTa 3anpalivBaeMbiX CEPBHCOB MNMPHKIAJIHOTO
YPOBHA;

— ONOKMpOBAaHHA 10CTYNa HeuaeHTHHUMpOBAHHOTO 00BEKTA WM
cyObeKTa, NOMIHHHOCTE KOTOPOIO MNpPH  ayTeHTH(MHUKALHMKH He
NOATBEPANIACK, METOAMH, YCTOHUYHMBBIMH K ITepexsary;

— KOHTPOJA 3a CeTeBOi AKTHBHOCTBIO NPUIOKEHHH H 00HApYKeHUs
CEeTeBBIX aTak.

[Mogcucrema  peanusyerTcs  BHEJPEHHWEM  [POrPaMMHO-ANNaparHbix
KOMIIEKCOB MeKCeTEBOT0 3KpaHHpoBanns Ha rpaduue JIBC, knaccom He Huwe 4.

[loacHeTeMa aHANK3A 3aLLMIIEHHOCTH
[ToacucreMa aHanM3a 3ALIMILEHHOCTH, J0MKHaA obfecneyuBaTh BhIAB/ICHHSA

VAIBUMOCTEH, CBA3AHHBIX ¢ omwiHOKkamu B Koudurypaunu [10 HUCT1H, koropsie
MOTYT ObITh HCMOJBL30BAHKI HAPYIIMTENEM /18 PeaTH3allHH ATAKH Ha CHCTEMY.

DYHKUHOHAT TOACHCTEMEI MOMKET ObiTh pPealM3OBaH MPOrPAMMHBIMH M
NporpaMMHO-annapaTHbIMH CpeaCcTBaMH.

[loacHcTema obHapyKeHUA BTODKEHHH

[Mogcucrema obHapyKeHHs BTOPMKEHMI, 10IAHA obecnednBaTh BhisBIEHHE
cereBbix arak Ha s3nemenThl MCILIH noakmoueHHble K cetam  oluiero
MNOJIb30BaHHA H (HIH) MexayHapoaHoro odMeHa.

MYHKUHOHAN MOACHCTEMbI MOMKeT ObiTh peanH30BaH NPOrpaMMHBIMH M

NnporpaMMHO-annapaTHbiMH CpeaCTBaMH.
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[loancucTema kpunrorpadH4eckoil 3aunThl

[Noacucrema kpunTorpaduyeckoil 3alNTLI NpeHA3HAYEHA VIR HCKIIIOYEeHHUA
HCJ1 & sawmumaemoit wudopmaumn B MCIAn I'BY3 CK «[JUIT Ne In r
Crasponons, npu ee nepeiayd no KavaiaM cBA3W ceTeil obllUero nojib3oBalug H
(HIIK) MeXIVHaponHOTO ofiMeHa.

[Noackecrema peanu3syerca BHeAPeHHA KPHOTOrpadMuecKHX NporpaMMHo-

ANnnaparHblX KOMIJIEKCOB.



S.Moawszosatean HCIIn
B TMonowenun unpopMaioHHoll Ge30MacHOCTH OMpefeneHbl OCHOBHbBIE

Kateropuu mnonb3osateneid. Ha ocHoBamum 9THX KaTeropuu HoMKHA OBITh
npouisejeHa Tunuzauua nonssosateneit MCILu, onpenenen wux yposeHb
AOCTYIA M BO3MOKHOCTH,

B HUCIIAn TBY3 CK «JUIT Ne 1» r. CraBponofis MOWKHO BbUICTHTE
CJACAYIOUIHE IPYNMbl MOJb30BATENEH, YYacTBYIOIWMX B o0pafoTke W XpaHeHHH
[1/1u:

—  Aamunucrparopa MCI 1 ;
—  AamuHHCTpaTopa De30nacHoOCTH;
— Onepatopa APM;
JlanHele 0  rpynnax  nojp3oBaTensx, YPOBHE HX  J0CTYna W

HH(OPMHPOBAHHOCTH J0JKeH OBITH OTparkeH B MaTpHile f0cTyna nonb3oBaTeeli
K 3aLIHILACMBIM HHQOPMALIMOHHEIM PECYPCOB.
Anmunucrparop MCI1/1x

Aamunuctpatop MCTI[ln, corpyamux I'BY3 CK «TIT N 1»n r
CraBponons, oOTBeTCTBeHHBIH 13a HACTPOHKY, BHEJIPEHHE M CONPOBONICHHE
MCI1/T1. Obecneunpaer QyHKUHOHHPOBAHKE NOACHCTEMBI YIPARIEHHS 10CTYIOM
UCT/In u ynonHoMoueH OCYIWIECTBIATH MpeLOCTABACHHE W pairpalHyeHHe
A0CTYNa KOHEWHOro nonesosatens (Onepatopa APM) k 3neMeHTaM Xpausium

NepcoHa/IbHbBIC JaHHbIE,
Aamuuuctparop MCII[In ofnanaer ciemyommuM ypoBHEM 1OCTYIIA M
IHAHHH:
— obnanaer nonuoii uHGopMauMedl 0 CHCTEMHOM H TIPHKJIAIHOM
nporpammuiom odecneuenun MCTTxu;
— obnanaer nonxoil uudopmaiMeii 0 TeXHHYECKHX CpeicTBaX W

koH(purypauun MCI1]x;
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— HMMEeT [OOCTYN KO BCeM TEXHHYECKHM cpeicTBaMm o00padoTKH
nudopmanmnn 1 aanssim UCI 1k,
— obnanaer npaBaMH KOH(UIYPUPOBAHHA M  AIMHHHCTPaTHBHOM

HacTpoHkH TexHuueckux cpeacts MCITAn.

Anmuuuctparop 6e3onacHOCTH

Anmunnerparop GesonacHoctH, cotpyannk ['BY3 CK «UJIT Ne I» r.
CraBponosisi, OTBETCTBEHHBIH 3a (pyukunonnposanne C3I1/1n, Brmoyasn
00CIIy)KHBAHHE M HACTPONKY aIMHHHCTPATHBHOMN, CEPBEPHOH M KIMEHTCKOI
KOMIOHEHT.

AjiMuHHCTpaTop OesonacHocTH obianaeT cleayoliiM YPOBHEM J0CTVIa U

IHAHMI,

— obnagaer npaBamu Anmunuctparopa MCIT/u;
— obnanaet noaxoi undopmauneii o6 MCT1x;
= WMeeT JOCTynm K  CcpeicTBaM  3aliuThl  MHpopMmaumu W
NPOTOKOTHPOBAHMA W K 4acTH KiaroueBbiX 31emMentos MCITn:
= HE HMeeT Nnpap [0cTyna K KoHQHIyPHPOBAHHIO TEXHHMUECKHX
CPeCTB CETH 33 HCKIIIOYEHHEM KOHTPOJIBHBIX (MHCTIEKLIMOHHBIX ).
AIMHHHCTpaTOp 0€30MACHOCTH YIIOTHOMOYEH
— Pealu30BbIBATL MOJWTHKH OE30MacHOCTH B 4YacTH HACTPOIKH
CK3H, mexceTeBbIX KpaHOB M CHCTeM OOHAPYMHKEHHS aTak, B
COOTBETCTBHH € KOTOpbIMM mnojb3oBatens (Onepatop APM)
noJiy4aeT BO3MOKHOCTb paboTtaTtek ¢ aneMeHTamu MCTT/nH;
— OCYUIECTB/ATh QYAHT CPEJICTR 3allMTh;
Onepatop APM
Onepatop APM, corpyauux I'bY3 CK «['JIIT Ne 1» r. Crasponons,
ocylecTeagomui obpabortky [1/ln. ObGpabotka [1/In BRIHOYAET: BOIMOKHOCTE

npocmotpa [JIH, pyunoii BBoa I1/1H B cucremy UCTT/H, dopmuposanue cnpaBok
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H oT4eToB no Hupopmauuu, noaydennoit w3z HCIIJ. Onepatop He nmeer
MOJTHOMOYHH JUIA YIPABICHHA NojacHcTeMaMu 06pabotkn nanneix u C311/1n,
Oneparop UCI1/ln obnanaer cieayiouum ypoBHeM 10CTYNA W 3HAHKIT:

— ofnagaer BecemMM  HeoOXOAMMBIMH  aTpuOYTamu  (Hanpumep,
napoieM),  obecrneyMBalOMWHMH  JOCTYN K HEKOTOPOMY
noaMuoxectTsy IT1n;

— pacnonaraeT KOH(HICHUMATLHBIMA JaHHBIMH, K KOTOPBIM HMEET

AOCTYII.



6.Tpefiopanus k nepconany no obecnevennio 3amuresl [11n
Bece cotpyanukn I'bY3 CK «I'II1 Ne 1» r. Crasponons, sensiolidecs

nonbsosarenaMi  MCIIJIH, 10/mkHBI  4eTKO 3HATh W CTPOrO  BBINOJIHATH
YCTAHOB/IEHHbBIE NMPaBHIa H 00A3aHHOCTH MO AOCTYVIY K 3alliHlIaeMbIM 00BEKTAM H
co0mI01eHHI0 NpHHATOrO pexiMa GeszonacHoctn T1/1H.

[lpu BeTYNAEHMM B JOMIAKHOCTL HOBOTO COTPY/IHHKA HENOCPEACTBCHHBLIN
Ha4a/IbHUK nojpasjieneHHs, B KOTOPoe OH nocrynaer, o0A3aH OpPraHu30BaTh ero
03HAKOMJICHHE C JIOJKHOCTHOH WHCTPYKUHER M HeoOXOAMMBIMH [1OKYMEHTAMH,
pernaMeHTHPYIOHMH Tpebosanug no 3awmre [1/14, a Takwe obyueHune Hasbikam
BBIMOTHEHHA MPOUEAYP, HEOOXOAHMBIX 11 CAHKIIMOHHPOBAHHOIO HCTOB30BAHHA
HCT1n.

Cotpyasuk jonkeH ObiTh 03HAKOMIEH €O CBEJICHHAMH HacTosmied
[MonuTuku, npuHATeIX Npoueayp pabotel ¢ anementamu MCT1IH u C3I1/1H.

Cotpyauukn T'BY3 CK «[JIIT M 1» r. Crasponons, HCronb3yloume
TEXHHYECKHE CPEICTBa AyTeHTH(UKALNH, N0M#KHbl ObecrnevnBaTh COXPaHHOCTD
HACHTHPHUKATOPOBR (MEKTPOHHBIX K/to4ei) u He nonyckats HCIL k uum, a tax xe
BO3IMOMKHOCTE HX YTEPH WJIH HCIONBIOBAHHA TpeThUMH Juuamu. [loaszosatenw
HECYT NEPCOHANBHYIO OTHETCTBEHHOCTE 33 COXPAHHOCTh HASHTH(HKATOPOB.

Cotpyauukn I'BY3 CK «I'JII1 Ne 1» r. CraBponons J0/KHBI Cle10BaTH
YCTAHOB/IEHHBIM [polelypaM nojdepxanus pemuma OGezonacHoctH [1Jln npw
BLIOOpE W HCNONL3OBAHMH Napoeil (eciM He MCNoJAb3IVIOTCA TeXHHHYeCKHe
cpelcTBa ayTeHTH(HKALHK),

Cotpyanuku ['bY3 CK «l'JIIT Ne 1% r. Crasponons nomkHsl obecneynsars
HAIEIKALLYIO 3a1MTY 000pY10BaHuA, ocTaBnseMoro 6e3 npueMoTpa, 0codeHHo B
TeX CcAy4aAx, Koria B TNOMeEIleHHe HMEHT J0cTyn noctopouHde nuua. Bee
M0JIb30BATEIM J0NAKHE 3HaTh TpeboBaHua no GesonacHoct T1/H u npoueaypel
3alHTRl  00OpYy/A0BaHMA, ocTaBneHHoro 0e3 npucMOTpa, a TaKKEe CBOH

00A3aHHOCTH 110 0DECTIeueHHIO TaKoH JAlUHTEI.
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CoTpy/iHHKaM 3ampeliaeTcs YCTaHABIMBATh MOCTOPOHHEE MpOrpaMMHOe
obecnedenne, MOAKMOUYATE JIHYHbIE MOOMIbBHBIE YCTPOHCTBA W HOCHTENH
HH(OPMALIHK, 4 TAK e 3aMHChIBATL HA HHX 3ALLMIIAEMYIO HH(POPMALIHIO.

CoTpynHHKaM 3anpeuiaeTcs pasriaiarh 3aulMilaeMyro  HHGopMaluio,
KOTOpas CTajla UM M3BECTHA NpH padoTe ¢ MHGOPMaLHOHHBIMK cHcTeMamn [BY3
CK « 1T Ne 1» r. Cragponons, TpeTbHM JTHIIAM.

Ilpu paGore ¢ [1ln 8 MCTIAn corpyanuku ['BY3 CK «[JUT Ne 1» 1
Craspononsa obsaszanel ofecnequTs OTCYTCTBHE BO3MOKHOCTH ripocmotpa [1]1H
TPETBHMH NTHLAMH ¢ MOHHTOpoB APM wiu TepMutanos.

I[lpu sapepwienny paGorsl ¢ MCTL/H cotpyaninku oba3ansl 3amututs APM
MIIH TEPMHHAIBL ¢ MOMOLLBH DIOKHPOBKH KJIKOHOM MM KBUBAIEHTHOTO Cpe/1CTBa
KOHTPOJIA, HanpuMmep, JOCTYNOM MO Napoil, eclid He HCnoliw3viotes Oonee
CH/ILHLIE CPECTBA 3aLHThI,

Cotpyanuku I'BY3 CK «['[AI1 Ne 1» r. Crasponons J0mkHbI ObITh
NpouH(pOpMHpPoBaLl 00 Yrposax Hapywenus pexuma GesonacHoctd [1[IH w
OTBETCTBEHHOCTH 3a ero HapyuieHHe. OHH J00%HbI ObITh O03HAKOMIIEHBI ©
YTBEPAKACHHOH  (dopManeHOR  npoueaypoil  HANOKeHHA  JHCUMIIMHAPHBIX
B3BICKAHHH HA COTPYJHMKOB, KOTOPhIE HAPYIUHIAH [PHHATHIE MOJAHTHEY M
npouenype! 0esonacHocta [1/1n.

Cortpyanunku odazansl 6e3 npomennenns coobuiare 060 Beex HaGmOaaeMBIX
HWIH Togo3pUTeNbHBIX caydasx pabotel MCI1/[ds, moryumx nosieds 3a coboii
yrpo3el  OeszonacHocTH [1JIH, a Takme © BLISBICHHBIX MMM COOLITHAX,
sarparuBatolluX  OesonacHoctk [1/1H, pyKOBOACTBY NOApa3feNeHus M JIMLLY,

OTBEYAKOLIEMY 34 HEMEI/IEHHOE pearupoBaHie Ha yrpossl fesonacHocti 1)1,

Jdonmnocrusie obnzannocTn noaslosareneii HCILn
Honkuocthsie  obf3aHHocTH  nonbsosateneit  WCIIH  onucansl B

CNeNYIOUIMX JOKYMEHTAX:
—  Huctpykuus anmunuctparopa HCIT/H;

— HHcTpykuma anmuuucTparopa G6esonactoctd MCT1In;



—  Hucrpykuns noaszosarens MCT1u;
— HHCTpyKuMA nosnb3oBaTens NpH BOSHUKHOBEHWHM BHEIUTATHBIX

CHTYaLMIi;

Orsercreennocth corpyanukos HCILIn I'BY3 CK « 1T Ne I» 1,
Crasponoas

B coorsercTBun co c1. 24 MenepanbHoro 3akona Poccuiickoii Deneparmu
ot 27 mrons 2006 r, Ne 152-@3 «O nepcoHafibHBIX AaHHBIX» JHIA, BHHOBHbIE B
HapyueHnu TpeboBaHWi naHHoro MenepaibHOTO 3aKOHA, HECYT TPAKIAHCKYIO,
YTOMOBHYIO, aAMHHHCTPATHBHYIO, THCUHIUIHHAPHYIO H MHYIO NPeAyCMOTPEHHYIO
3akoHonaTenscTBOM Poccuiickoit (Peziepaluu OTBETCTBEHHOCTD.

AeiicTsyiowee sakoHonarenscTBo P® nossonser npeasasasTh TpeGoBaHHA
no obecnedenmnio  GesonacHoii paGoTel ¢ sammmaemoil  mudopmauieii M
MPeAyCMaTpHBACT OTBETCTBEHHOCTh 3a HapylleHHE YCTAHOBIEHHBIX [1PABHMI
akcnayataund IBM u cuerem, HenpasoMepHsiii 10eTyn kK WHGOPMALIHK, ecii ITH
ACHCTBHA NPHBEIH K YHHYTOKCHHIO, 510KMPOBaHmIO, MoIH(HKALIHH HHOPMALHH
HIH HapyueHnio pabotel DBM unm ceteii (ctatem 272,273 u 274 VK P®D).

Aamunuctpatop  UCIIAn  w  agmuuuctpatop Ge3onacHOCTH — HecyT
OTBETCTBEHHOCTD 3d BCe JICHCTBHSA, COBEPIIEHHbIE OT HMEHH HX YHETHBIX 3anuceii
WIH  CHCTEMHBIX  YYeTHBIX  3anMcefi, ecam  He  gokasaH  axr
HECAHKIIHOHHPOBAHHOTO HCNOIb30BAHUA YYETHBIX 3anHceil.

[Tpn Hapymenusx corpyanukamu I'BY3 CK «JII1 Ne 1» r. Crasponons —
none3osatenedn MCIT/In npasun, ceazanubix ¢ Gesonachoctsio [1/1H, oHn HECYT
OTBETCTBCHHOCTS, VCTAHOBJICHHYIO JEHCTBYIOIHM 3AKOHOOATeNbLCTBOM
Poccuiickoit Menepaiun.

[lpusenennsie Bbitte TpeGoBaHHA HOPMATUBHBLIX JTOKYMEHTOB MO 3alLMTE
HH(OpMalMK T0MKHB ObITh oTpaiens! B [logomkennax o nogpasaeneHusx | 'BY3
CK «I'ATT Ne 1» r. Crasponons, ocyuecTBISIOLIN obpaborky [1JIn 8 UCT1/1n u

AOKHOCTHBIX HHCTPYKUMAX cotpyauukos ['BY3 CK «I'JIIT Ne 1» r. Crasponons.
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Heobxonumo srectn B [Nonokenus o nogpasnenenusx I'BY3 CK « JIIT Mo
I» r. Crasponons, ocywectsasiommx obpadorky I1/ln 8 UCI/In ceenenns ob
OTBETCTBEHHOCTH MX pPYKOBOJAMTEJNEH M COTPYJAHHKOB 3a pasrjaiieHue M
HECAHKLMOHHPOBAHHYI0 MOJAMDHKAUMIO (McKaxeHHe, danbcupukaumio) I1/1H, a
TAKKE 38 HETPABOMEpPHOE BMELIATE/IbCTBO B MPOLECChl HX aBTOMATHIHPOBAHHOI

00paboTKH.



T.CnHCcoOK HENOABIOBAHHBLIX HCTOYHHKOB
OcHOBHBLIMH HOPMATHBHO-NPABOBBIMH H METOAHYCCKHMH

JOKYMEHTAMM, HA KOTopLIX Dasupyerca HacTonman MoawTuka, aBaswren:

Denepansubiii 3akon ot 27.07.2006 r. Ne 152-®3 «O nepcoHanbHbIX
NaHHbIX»  (nanee — @3 «O nepcoHANBHBIX JIAHHBIX®), YCTAHABIHBAOULINH
OCHOBHBLIC TpPHHUMIBI M ycnoBHA o0padotku [1/ln, npasa, obs3zanHoctH u
OTBETCTBEHHOCTB YHACTHHKOB OTHOILEHHI, CBA3aHHbIX ¢ oOpaboTkoit [1/1k.

«TpeboBanus Kk 3alMTe MEpCOHANBLHBIX JaHHBIX TIpH MX oOpaborTke B
MHQOPMALMOHHBIX  CHCTEMAX — MEPCOHAIbHBIX  AAHHBIXY,  YTBEPHKICHHOE
[locranosnennem IMpasutenscrea PO ot 01.11.2012 1. Ne 1119,

«lonowenne o6 ocobennoctax 06pabOTKM MEPCOHATBLHBIX  IAHHBIX,
OCYUIECTBIACMO# De3 MCMO/b30BaHUA CPE/ICTB ABTOMATH3ALMMY), YTBEPIK/IeHHOE
lNocranosnennem [lpaButenscrea P® ot 15.09.2008 r. No 687,

«TpeBoBanus Kk MaTepHanbHBIM  HOCHTEISIM  GHOMETPHYECKHX
NEPCOHANBHBIX  JIAHHBIX M TEXHONOTHAM XpaHEeHHHA TaKHX [JaHHBEIX BHe
HHPOPMALIMOHHBIX ~ CHCTEM  TEPCOHANBHBIX  JaHHBIX, YTBEPHIe HHBIE
loctanosnenuem [pasurensersa PO ot 06.07.2008 r. Ne 512,

Hopmarnsho-metonuueckue  nokyments:  MejepaibHoil  caykOhl 110
TEXHHYECKOMY M 3KCcnepTHOMY KOHTpono Poccuiickoit ®enepauun (nanee -
DCTIK Poceun) no obecnewennio Besonacnoctu T1IH npu Hx obpaboTke B
HUCT1u:

basoBas monens yrpos Ge3onacHOCTH MEPCOHANBHBIX JAHHBIX T1PH HX
oOpaboTke B WHQOPMAUMOHHBIX CHCTEMAX NEPCOHATBHBIX JTAHHBIX, yTB. 3am.
rnasHoro spaya ®CTIK Poceun 15.02.08 r.

MeToauka onpeieneHns akTvaibHLIX YIpos GesonacHocTH MepPCoOHaIbHBIX
JaHHBIX TIpH X 0OpaboTke B HHAOPMAUMOHHBIX CHCTEMAX MEPCOHAILHBIX
NaHHbIX, YTB. 3aM. raasroro spaua ®CTOK Poceun 15.02.08 .

pukas ®CTIK Pocenn Ne 17 or 11 despans 2013 roma «OB

yreepicnennn  TpeGopanuii o0 sammMre MHpOPMALMM, He COCTABARIOIIMX
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rOCYapCTBEHHYIO TailHY, COAEPKAINXCA B rOCY1apcTBEHHBIX HHMOPMALIHOHHBIX
cHCTEMaxX»,

[lpukaz ®CTIK Poccun Ne 21 or 18 despans 2013 roma  «O6
yTBepaeHun CocTaBa H COAepP/AKaHHA OPraHM3aUMOHHBIX H TEXHHYECKHX Mep Mo
oDecniedeHHl0 0e30MACHOCTH TNEPCOHANBHBLIX [JaHHLIX TpH ux obpaborke B
HH(OPMALUHOHHBIX CHCTEMAX MMEPCOHATBHbBIX JaHHBIXY,

[lpukas Menepanshoii cayxbel Geszonacnocti Pocewiickoii Menepaunn o1
10 wmions 2014 r. N 378 «O6 yreepaaennu CoctaBa M cojepikaHus
OpPraHH3alMOHHBIX M TEXHHYECKHX Mep mno obecrnedeHuto Be3onacHoCTH
NepCoHalbHEIX JaHHBIX MpH HX o00paborke B MHOOPMALMOHHBIX CHCTEMax
MEePCOHANBHBIX JAHHBIX C HCMOIL30BAHHEM CPEICTB KpUNTOrpadMuecKo 3aLnThl
HH(pOPMALIMH, HEOOXOLHMBIX /ISl BBINOIHEHHs YeTanoBneHHbIX [IpaBuTenncTBOM
Poccuiickoit ®enepaunn TpeGoBaHMH K 3allMTe TNEPCOHANBHBIX JAHHLIX /5

Kam/10r0 W3 YPOBHEH 3alMLIEHHOCTHY.




